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DATA PROTECTION POLICY
The David Randall Foundation is committed to conducting its business in accordance with all applicable Data Protection legislation. This policy sets out the expected actions of Trustees and any third parties engaged by us in relation to the collection, use, retention, transfer, disclosure and destruction of any personal data belonging to applicants and volunteers.

The Policy will be reviewed annually by the Board and an appointed person will act as a central contact. This person has been designated as the Secretary of The David Randall Foundation.

Definitions

Data Protection Legislation means all applicable laws and regulations relating to the processing of Personal Data and privacy as may be applicable from time to time, which at the date of this Agreement means the Data Protection Act 1998 and the GDPR (EU General Data Protection Regulation 2016/679), and any successor legislation

“Data Controller”, “Data Processor”, “Data Subject”, “Personal Data” and “Processing” shall have the same meaning as in the Data Protection Legislation, and their cognate terms shall be construed accordingly.

Personal data which includes any information relating to a living person who is identified (or can be identified) from that information.  E.g. names, addresses, telephone numbers, job titles, date of birth, salary contained in a filing system (e.g. personnel files, online HR records, card indexes)

Special Categories of Personal data – personal data revealing race or ethnic origins, political opinions, religious or philosophical beliefs, trade union membership, health, sex life or sexual orientation

1. THE DAVID RANDALL FOUNDATION has three types of data which are covered by this policy

 - organisational information – publicly available information about this Foundation 
 - personal information – information about individuals such as names and addresses
 - sensitive personal information such as medical conditions – in general this kind of information is only held about applicants to the Foundation. 
2. Information about organisations is not covered by the Data Protection Act. 
However, there is sometimes ambiguity about whether certain information is personal or organisational. THE DAVID RANDALL FOUNDATION strives for best practice as regards organisational information. For these reasons organisational information is covered by this policy.  

Any organisations or people about which THE DAVID RANDALL FOUNDATION holds information are referred to in this policy as data subjects.

Statement of intent

The David Randall Foundation is committed to upholding best practice in relation to the personal data of all data subjects and has adopted the principles below for all data processing across the Foundation:

1. All data processed by us will have a lawful basis for processing,

2. All volunteers will receive training on the data protection policy and procedures, including the privacy and confidentiality policies. 

3. Data subjects have individual rights in relation to their personal data

a. a right to be informed as to how personal data is used and stored

b. a right of access to any personal data held

c. the right for personal data held to be rectified

d. the right for personal data to be erased

e. the right to restrict the processing of personal data

f. the right to data portability

g. the right to object

4. We will keep up to date records on processing activities

5. We will adopt an ethos of data protection by design and default

6. We will carry out an annual review of our data protection policy and procedures

Policy detail

1. We have prepared and maintain a Data Audit detailing the data that is collected, why it is collected, how it used, stored and retained. This Data Audit outlines the lawful basis for processing data as identified by the board of trustees. Privacy notices form part of our application forms for scholarships and ‘good days’.
2. Data protection principles and policy form part of the volunteer induction process. They are fully briefed on the privacy notice and are required to adopt the principles of data protection in to their activities with the Foundation.

3. a) the privacy notice outlines how data is stored, processed and retained and the lawful basis for processing data. It is made is available to all data subjects at the time that data is collected and can be viewed on our website at all times.

b) Data subjects may contact the named person at any time to request confirmation that their data is being processed and have access to that data and any supplementary information that is relevant. This information is provided free of charge however repeated requests or additional copies of the same information may incur an administration fee. 

Information requested by a data subject will be processed within one month of the request being made in writing to the secretary of the David Randall Foundation.
c) Data subjects are entitled to have personal data rectified if it is inaccurate or incomplete. Requests to rectify personal data will be processed within one month. If we are unable to rectify data held, a reason for this will be communicated to the data subject with the right to complain to the Information Commissioners Office and to a judicial remedy. 

Where data has been disclosed to a third-party we will contact them and inform them of the rectification.

d) Data subjects are able to request the deletion or removal of personal data where there is no compelling reason for its continued processing. The right to erasure does not provide an absolute right to be forgotten and we may deny a request particularly if it is considered that there is a continued legitimate interest to retain the data. We will comply with data processing legislation when processing a request for erasure. 

e) Data subjects can request that data processing is restricted, blocked or suppressed. When a restriction is put in place, we will retain the personal data if appropriate but will not process it further. Data restriction requests can be applied when an individual contests the accuracy of personal data, objects to the processing (and the legitimate grounds are being considered), when processing is unlawful and the individual has requested restriction over erasure, or when the data is no longer needed.

f) Data subjects can obtain and reuse their personal data for their own purposes across different services. This allows them to move, copy or transfer personal data easily from one IT environment to another. Requests for data for this purpose will be processed free of charge and if requested can be transferred directly to another organisation if this is technically feasible. Requests for portability will be processed within one month.

g) Data subjects have the right to object to processing based on legitimate interests or the performance of a task in the public interest/exercise of an official authority, direct marketing or processing for purposes of scientific/historical research and statistics. Data subjects will be informed of this right to object when data is collected and is available within the privacy notice. We will consider all objections and will stop processing data unless we are able to demonstrate compelling legitimate grounds for processing which override the interests, rights and freedoms of the individual or the processing is from the establishment, exercise or defence of legal claims.

h) Data Protection Legislation has provisions on automated individual decision making and profiling. At the current time we have no processes that fall into the above categories however should this change we will comply with data processing legislation and will review this policy accordingly. 

4. We maintain records on data processing activities. This includes, but is not limited to, data protection policies, privacy notices, data processing contracts with third parties, record of confidentiality declarations, data protection audit and records of consent – including image release forms.

5. Data protection by design is an approach that promotes privacy and data protection compliance from the start. We will consider data protection implications when developing new activities or entering into new partnerships and put in place procedures that protect personal data and comply with Data Protection Legislation. Where appropriate Privacy Impact Statements will be carried out to identify and reduce privacy risks.

6. The Trustee board/Committee commit to regularly reviewing this policy in line with Data Protection Legislation. Reviews will take place at least annually. 

Your right to complain

If you feel that we are not complying with Data Protection Legislation you have the right to lodge a complaint to the Information Commissioners Office (ICO). 

For full details of how to do this visit the ICO website https://ico.org.uk/ or call their helpline on 0303 123 1113.
Monitoring

This policy will be reviewed regularly by the Trustees and will be updated and amended in the light of emerging legislation, guidance and best practice.

Agreed by the Trustees of the David Randall Foundation
Signed:  ......................................... Print Name: Chair of Trustees   Date: May 2018
Next Review Due: May 2019
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